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(57) ABSTRACT

An authentication method for trusted communication
between a first party (A) and a second party (B) is intended to
be efficient and secure.

For this purpose, provision is made to combine password-
based authentication and certificate-based authentication. For
certificate-based authentication, the first party (A) has a static
key pair consisting of a private static key and a public static
key and a certificate for the public static key issued by a
certification body (C). The certification body (C) is assigned
a public key which is known by the second party (B). During
the certificate-based authentication, the party A calculates a
transformation between its own ephemeral key pair from the
password-based authentication and its own static key pair
from the certificate-based authentication so as to obtain a
transformation parameter for carrying out the transformation.
The practice of reusing the party’s own ephemeral key pair
from the password-based authentication in the certificate-
based authentication reduces the overall calculation and com-
munication complexity, on the one hand, and links the two
protocols, on the other hand, thus ensuring that both protocols
are executed by the same party. This increases the security
while simultaneously reducing the complexity.

The novel method is suitable for authenticating electronic
passports.

8 Claims, 3 Drawing Sheets
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1
METHOD FOR AUTHENTICATION, RF CHIP
DOCUMENT, RF CHIP READER AND
COMPUTER PROGRAM PRODUCTS

CROSS REFERENCE TO RELATED
APPLICATION(S)

This application is a 35 U.S.C. §371 National Phase Entry
Application from PCT/EP2012/001076, filed Mar. 9, 2012,
designating the United States and claims priority to German
Application 10 2011 013562.6 filed Mar. 10, 2011. The dis-
closures of the referenced applications are incorporated
herein in their entirety by reference.

Trusted communication between a first party and a second
party requires mutual authentication. The invention relates to
an authentication method, an RF chip document, an RF chip
reader and computer program products.

Two authentication methods are known, in principle: pass-
word-based authentication, on the one hand, and certificate-
based authentication, on the other hand.

The password-based authentication includes the Password
Authenticated Connection Establishment (PACE), described
in detail in the technical guideline TR-03110 Version 2.05
from the Federal Office for Information Security “Advanced
Security Mechanisms for Machine Readable Travel Docu-
ments”. This is a password-based key agreement. The pass-
word-based key agreement comprises the following steps: A
first party and a second party

each generate an ephemeral key pair consisting of a private

ephemeral key and a public ephemeral key,

each interchange the public ephemeral key and validate the

latter using a common password,

generate and then validate a session key, on the basis of

which a secure communication channel is established.

For the certificate-based authentication, a first party has a
static key pair consisting of a private static key and a public
static key and a certificate for the public static key issued by
a certification body. The certification body is assigned a pub-
lic key which is known by the second party. The certificate-
based authentication is based on the fact that the affiliation of
the static key pair with the first party is confirmed by a trusted
third party, the certification body, in the form of a certificate.
For this purpose, the certificate contains at least the public
static key, the unique identity of the first party and an elec-
tronic signature of these data by the certification body. The
signature can be verified using the public key of the certifi-
cation body. During subsequent authentication, the second
party can check whether the first party has the private key
associated with the public static key contained in the certifi-
cate. Known methods for the certificate-based authentication
include the “Chip authentication”, described in detail in the
technical guideline TR-03110 Version 2.05 from the Federal
Office for Information Security “Advanced Security Mecha-
nisms for Machine Readable Travel Documents”.

The abovementioned guideline TR-03110 also discloses a
method which is a combination of password-based authenti-
cation and certificate-based authentication. This combination
is required, inter alia, when the identity of at least one party is
confidential. Authorization to communicate is only granted
through knowledge and proof of a common password. This
common password is usually distributed between the com-
munication partners via a special channel, often of narrow
bandwidth. The first party may be assigned an RF chip docu-
ment with an RF chip on which confidential data are stored.
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The second party may be assigned a reader for the RF chip
document. The common password may be printed on the RF
chip document and may be transmitted to the RF chip reader
via an optical scanner.

Following the password-based authentication, both parties
each know that they are securely communicating with another
party who has the same password but do not know who the
other party actually is. This is problematic, in particular, when
group passwords are used, with the result that the passwords
are not uniquely allocated for a respective combination of two
parties.

Subsequent certificate-based authentication can then be
used to determine the unique identity of a party. The practice
of carrying out the certificate-based authentication after the
password-based authentication has the advantage that the
identity of the authenticating party is disclosed only when it
has been determined that both parties are in principle autho-
rized to communicate with one another since both use the
same password. On account of the encryption and integrity
protection of the channel by means ofthe password-based key
agreement, third parties also cannot see a certificate which is
interchanged. Furthermore, the password-based key agree-
ment also ensures that the password used is protected from
discernment by third parties.

The previous implementation executes the two authentica-
tion methods completely in succession. This is illustrated in
FIG. 3. Ephemeral key pairs are generated and used both in
the password-based key agreement and in the certificate-
based authentication.

The generation of the key pairs and the use of the public
keys of the ephemeral key pairs, in particular, are computa-
tion-intensive and the necessary interchange of the public
keys of the ephemeral key pairs requires additional commu-
nication between the parties.

Another problem of sequential execution is the missing
link between both protocols, with the result that it is not
ensured that both protocols have each been carried out by the
same party.

The invention is based on the object of designing an
authentication method for trusted communication to be effi-
cient and secure.

This object is achieved, according to the invention, by the
features of method claim 1. The object is also achieved by
each of coordinate claims 5, 6, 7 and 8 which are directed to
the independent production products of an RF chip document,
a computer program product for the RF chip document, an RF
chip reader and a computer program product for the RF chip
reader.

According to featured of claim 1, a party A calculates a
transformation between its own ephemeral key pair from the
password-based authentication and its own static key pair
from the certificate-based authentication so as to obtain a
transformation parameter. The practice of reusing the party’s
own ephemeral key pair from the password-based authenti-
cation in the certificate-based authentication reduces the
overall calculation and communication complexity, on the
one hand, and links the two protocols, on the other hand, thus
ensuring that both protocols are executed by the same party.
This increases the security while simultaneously reducing the
complexity.

The advantages achieved with the invention are that the
time needed to carry out both protocols is considerably
reduced. The practice of calculating and applying the trans-
formation is considerably more efficient than creating a fur-
ther ephemeral key pair again and then carrying out the
authentication. With great advantage, the practice of carrying
out the second key agreement is completely dispensed with
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and the key agreement from the password-based authentica-
tion continues to be used. The two protocols are linked by the
fact that the knowledge both of the ephemeral private key
from the password-based key agreement and of the static
private key from the certificate-based authentication is
needed to calculate the transformation.

A first independent production product is an RF chip docu-
ment having a microcomputer with a microcomputer memory
in such a manner that the microcomputer memory stores a
first computer program which is designed in such a manner
that the method can be carried out with respect to the party A.

A first computer program product which has a computer-
readable medium comprises a program code for implement-
ing the first computer program in the microcomputer
memory. A computation system which is used when produc-
ing the RF chip document is used for this purpose.

A second independent production product is an RF chip
reader having a computer with a computer memory in such a
manner that the computer memory stores a second computer
program which is designed in such a manner that the method
can be carried out with respect to the party B.

A second computer program product which has a com-
puter-readable medium comprises a program code for imple-
menting the second computer program in the computer
memory of the computer of the RF chip reader.

According to one advantageous refinement of the inven-
tion, in step d) of claim 1, the private static key is mapped to
the private ephemeral key in order to calculate the transfor-
mation parameter. This simplifies the calculation since all
calculations which are directly dependent on the static key
can be precalculated once.

According to another advantageous refinement of the
invention, in step d) of claim 1, an additional random number
which cannot be influenced by the first party is used to cal-
culate the transformation parameter. The additional random
number may be a number which is transmitted by the second
party to the first party. This refinement has the advantage that
the calculation of the transformation parameter is not solely
based on the ephemeral and static key pairs associated with
the first party but also depends on a value which is not under
the control of the first party. The security of the method is
therefore increased.

According to another advantageous refinement of the
invention, with respect to step f) of claim 1, the second party
applies the received transformation parameter only to one of
the two public keys associated with the first party and checks
the correctness of the obtained transformed public key by
checking for equivalence between the transformed public key
and the other public key associated with the party. As a result
of'the fact that the transformation is applied only to one of the
two public keys associated with the first party, the calculation
complexity is low. The calculation complexity would be
higher if the transformation parameter were applied to both
public keys associated with the first party. Two transformed
public keys would then be obtained. Respective correctness
of the two transformed public keys could be checked by
checking for equivalence between the two transformed public
keys.

Exemplary embodiments of the invention are explained in
more detail below using the drawings, in which:

FIG. 1 shows a sketch of interaction of a first party, a
second party and a certification body;

FIG. 2 shows a flowchart of an authentication sequence;

FIG. 3 shows a flowchart of an authentication sequence
according to the prior art.

FIG. 1 illustrates an authentication system for trusted com-
munication between a first party A and a second party B. The
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system comprises an RF chip document and an RF chip
reader. The RF chip document is assigned to the first party A
and the RF chip reader is assigned to the second party B. The
RF chip document comprises a microcomputer with a micro-
computer memory. The microcomputer memory stores a first
computer program which is designed in such a manner that an
authentication method can be carried out with respect to the
party A. The first computer program was implemented in the
microcomputer memory using a first computer program prod-
uct.

The RF chip reader comprises a computer with a computer
memory. The computer memory stores a second computer
program which is designed in such a manner that the method
can be carried out with respect to the party B. The second
computer program was implemented in the computer
memory using a second computer program product.

With respect to the party A, the RF chip document is a
passport. With respect to the party B, the RF chip reader is a
device for border officials. A certification body C is the pro-
ducer and, at the same time, issuer of the passport.

The authentication method is a combination of password-
based authentication and certificate-based authentication. For
the certificate-based authentication, the first party A has a
static key pair and a certificate issued by the certification body
C.

The second party B knows the public key of the certifica-
tion body C. Based on the present exemplary embodiment,
the public key of the certification body C is stored in the
computer memory of the computer of the RF chip reader.

As shown in FIG. 2, password-based authentication is first
of all carried out. The password-based authentication is car-
ried out using the PACE protocol defined in the technical
guideline TR-03110 Version 2.05 from the Federal Office for
Information Security “Advanced Security Mechanisms for
Machine Readable Travel Documents”.

It is generally the case that key pairs based on discrete
logarithms are used. The private key x is a random number in
each case in the range from 1 to q-1, where q is the order of
the generator g of the mathematical group used (for example
the multiplicative group of a finite body or the additive group
of'the points of an elliptical curve). The associated public key
y is calculated using: y=g"x. The exponentiation (") is the x
number of times the group operation (*) is applied, starting
with the generator g.

The steps of the password-based authentication are as fol-
lows:

a) The first party A and the second party B each generate an
ephemeral key pair consisting of a private ephemeral key
and a public ephemeral key. xe , is used below as an abbre-
viated designation for the private ephemeral key associated
with the party A. The public ephemeral key associated with
the party A is denoted ye , below. xe; and ye represent the
private and public ephemeral keys associated with the
party B. The ephemeral key pairs xe , with ye , and xez with
yej are suitable for a Diffie-Hellman key agreement.

b) The first party A and the second party B each interchange
the public ephemeral key and validate the latter using a
common password. Validation is effected by carrying out
the PACE protocol. With regard to FIG. 1, the common
password is stored in the RF chip arrangement of the RF
chip document with respect to the party A. The common
password is also printed on the RF chip document. The
party B is aware of the common password using a password
scanner of the RF chip reader.

¢) The first party A and the second party B generate and
validate a session key, on the basis of which a secure
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communication channel is established. This is effected on
the basis of a common secret established in the PACE
protocol.

Certificate-based authentication is then carried out.

A first exemplary embodiment and a second exemplary
embodiment are described in this respect.

The steps of the first exemplary embodiment of the certifi-
cate-based authentication are as follows:

d) The first party A calculates a transformation between its
own ephemeral key pair from the password-based authen-
tication and its own static key pair from the certificate-
based authentication so as to obtain a transformation
parameter.

The private static key xs , is mapped to the private ephem-
eral key xe, in order to calculate the transformation
parameter. This is bijective mapping. The transforma-
tion tis calculated using the formula: t=xe ,*xs ,"(-1).In
the present first exemplary embodiment, the transforma-
tion parameter is the calculated value t. The inverse of
the static private key xs,"(~1) is calculated only once
and is not calculated again during each authentication
process. The transformation is a bijective transforma-
tion.

e) The first party A transmits the transformation parameter,
here given by the value t determined in step d, together with
the certificate issued by the certification body C, to the
second party B via the secure communication channel.

f) The second party B applies the received transformation
parameter to the public static key ys, associated with the
first party A and contained in the certificate and thus
obtains a transformed public key yt,. The formula for this
is as follows: yt ,~ys ,"t. The correctness of the transformed
public key yt , should now be checked. For this purpose, the
second party checks for equivalence between the public
transformed key yt, associated with the party A and the
public ephemeral key ye , associated with the first party A
and previously interchanged in the password-based
authentication. The second party checks: ye ,=yt,.

Unlike in the present exemplary embodiment, the second
party B could also apply the received transformation
parameter to the public ephemeral key ye, associated
with the first party A and could check the correctness of
the obtained transformed public key by checking for
equivalence between the transformed key and the public
static key ys,, associated with the party A.

g) The second party B validates the certificate received from
the first party A using the public key of the certification
body C.

The steps of the second exemplary embodiment of the
certificate-based authentication are as follows:

d) The first party A calculates a transformation between its
own ephemeral key pair from the password-based authen-
tication and its own static key pair from the certificate-
based authentication so as to obtain a transformation
parameter.

In contrast to the first exemplary embodiment, a random
number ¢ which cannot be influenced by the party A is
additionally used to calculate the transformation. For
example, the second party B can previously transmit a
random number c to the party A or the random number ¢
could be deterministically calculated from the protocol
sequence, for example by applying a hash function to the
ephemeral public key associated with the party B.
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The first party A calculates the transformation t using:
t=xe ,—c¥Xs .

Inthe present second exemplary embodiment, the transfor-
mation parameter is a tuple with the value of the random
number ¢ and the transformation value. The tuple is
abbreviated using: (c, 1).

e) The first party A transmits the transformation parameter (c,
1), together with the certificate issued by the certification
body C, to the second party B via the secure communica-
tion channel. Since the party B knows the random number
¢, it is sufficient if the first party transmits only the trans-
formation value t to the party B.

) The second party B applies the received transformation
parameter (c, t) to the static public key ys , associated with the
first party A and contained in the certificate and thus obtains
a transformed public key yt,. The formula for this is as
follows: yt,=g"t*ys"c. The correctness of the transformed
public key yt, should now be checked. For this purpose, the
second party checks for equivalence between the public trans-
formed key yt, associated with the party A and the public
ephemeral key ye, associated with the first party A and pre-
viously interchanged in the password-based authentication.
The second party checks: ye ,=vt,.

g) The second party B validates the certificate received
from the first party A using the public key of the certification
body C.

The invention claimed is:

1. An authentication method for trusted communication
between a chip document and a card reader by combining
password-based authentication and certificate-based authen-
tication in such a manner that, for the certificate-based
authentication, the chip document has a static key pair con-
sisting of a private static key and a public static key and a
certificate for the public static key issued by a certification
body and the certification body is assigned a public key which
is known by the card reader, the chip document including a
first processor and a first memory, the card reader including a
second processor and a second memory, the method compris-
ing:

a password-based authentication process that includes the
chip document and the card reader performing the fol-
lowing steps:

a) each generating an ephemeral key pair consisting of a
private ephemeral key and a public ephemeral key,

b) each interchanging the public ephemeral key and vali-
dating the latter using a common password stored in the
first memory and the second memory, and

c¢) each generating and validating a session key, on the basis
of which a secure communication channel is estab-
lished; and

a certificate-based authentication process including the fol-
lowing steps:

d) the chip document calculating, to obtain a transforma-
tion parameter, a transformation between its own
ephemeral key pair from the password-based authenti-
cation process and the static key pair from the certifi-
cate-based authentication,

e) the chip document transmitting, to the card reader via the
secure communication channel, the transformation
parameter and the certificate issued by the certification
body

) the card reader applying the received transformation
parameter to the public ephemeral key and/or the public
static key associated with the chip document to obtain at
least one transformed public key, the correctness of
which is checked, and



US 9,215,230 B2

7

g) the card reader validating the certificate received from
the chip document using the public key associated with
the certification body.

2. The method as claimed in claim 1 wherein, in step d), the
private static key is mapped to the private ephemeral key in
order to calculate the transformation parameter.

3. The method as claimed in claim 1 wherein, in step d), an
additional random number which cannot be influenced by the
chip document is used to calculate the transformation param-
eter.

4. The method as claimed in claim 1, wherein in step (f), the
card reader applies the received transformation parameter
only to one of the two public keys associated with the chip
document and checks the correctness of the obtained trans-
formed public key by checking for equivalence between the
transformed key and the other public key associated with the
chip document.

5. A chip document comprising:

a microcomputer; and

a microcomputer memory containing instructions that
cause the microcomputer to perform:

a password-based authentication process that includes:

a) generating an ephemeral key pair consisting of a private
ephemeral key and a public ephemeral key,

b) providing the public ephemeral key to a card reader and
receiving a public ephemeral key from the card reader;

¢) validating the public ephemeral key received from the
card reader using a common password stored in the
microcomputer memory,

d) generating and validating a session key, on the basis of
which a secure communication channel is established
with the card reader: and a certificate-based authentica-
tion process that includes:

e) calculating to obtain a transformation a parameter, a
transformation between its own ephemeral key pair from
the password-based authentication process and a static
key pair of the chip document consisting of a private
static key and a public static key and the chip document
having a certificate for the public static key issued by a
certification body, the certification body assigned a pub-
lic key known by the card reader,

f) transmitting, to the card reader via the secure communi-
cation channel, the transformation parameter and the
certificate issued by the certification body, so that the
card reader applies the received transformation param-
eter to the public ephemeral key and/or the public static
key to obtain at least one transformed public key, the
correctness of which is checked, and the card reader
validates the certificate received from the chip document
using the public key associated with the certification
body.

6. A card reader comprising:

a computer; and

a computer memory containing instructions that cause the
computer to perform:

a password-based authentication process that includes:

a) generating an ephemeral key pair consisting of a private
ephemeral key and a public ephemeral key,

b) providing the public ephemeral key to a chip document
and receiving a public ephemeral key from the chip
document,

¢) validating the public ephemeral key received from the
chip document using a common password stored in the
computer memory,
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d) generating and validating a session key, on the basis of
which a secure communication channel is established
with the chip document; and

a certificate-based authentication process that includes:

e) applying a transformation parameter received from the
chip document to the public ephemeral key and/or a
public static key of the chip document to obtain at least
one transformed public key, the correctness of which is
checked,

f) validating a certificate received from the chip document
using a public key associated with a certification body,
and

g) receiving from the chip document, the transformation
parameter calculated as a transformation between its
own ephemeral key pair from the password-based
authentication process and a static key pair of the chip
document, via the secure communication channel, and
the certificate for the public static key issued by the
certification body, the static key pair of the chip docu-
ment consisting of a private static key and the public
static key and the certificate for the public static key
issued by the certification body, wherein the certification
body is assigned the public key known by the card
reader.

7. A method for trusted electronic communication between

a first digital device and a second digital device, the first
digital device including a first processor and a first memory,
the second digital device including a second processor and a
second memory, the method comprising the steps of:

a) generating, by said first digital device, an ephemeral key
pair consisting of a private ephemeral key and a public
ephemeral key;

b) interchanging , by said first digital device, the public
ephemeral key with a public ephemeral key generated by
the second digital device;

¢) validating the public ephemeral key using a common
password stored in both the first memory and the second
memory;

d) generating, at the first digital device, a session key onthe
basis of which a secure communication channel is estab-
lished;

e) calculating, by the first digital device, a transformation
between its ephemeral key pair and a static key pair of
the first digital device consisting of a private static key
and a public static key, wherein a certificate for the
public static key issued by a certification body, the cer-
tification body assigned a public key known by the sec-
ond digital device; and

1) the first digital device transmitting, to the second digital
device via the secure communication channel, the trans-
formation parameter and the certificate issued by the
certification body, so that the second digital device can
apply the received transformation parameter to the pub-
lic ephemeral key and/or the public static key to obtain at
least one transformed public key, the correctness of
which is checked, and electronically validate the certifi-
cate received from the first digital device using the pub-
lic key associated with the certification body.

8. The method according to claim 7, wherein the first

digital device is a chip document and the second digital device
is a card reader.



